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1
Decision/action requested

This contribution discusses the potential solution to protect the information about preferred networks and RAT from the HPLMN to the roaming UE and propose to reply to CT1 and SA2 on the preferred security mechanism.
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3
Rationale

SA2 LS[1] request SA3 to consider the requirements on PLMN and RAT selection policies for roaming in the development of specifications for the 5GS. SA2 mentioned in their LS mention that, 

Reply LS from CT1 [3], acknowledge that the “After analyzing the SA2 requirements outlined in S2-175286/C1-172866, CT1 acknowledge but one company that the standardized steering of roaming method is not satisfactory as e.g. not all SA2 requirements in the LS in S2-175286/C1-172866 can be fulfilled.”. Further request SA3 to investigate end-to-end solutions to the requirements provided in S2-175286 [1].
Also SA1 LS [2] informs that SA1 has specified the 5G requirements in Release 15 (in TS 22.261 and TS 22.011) related to roaming.
Based on the confirmation received from other working group on the requirements to have secure control plane solution, SA3 need to investigate and provide an end-to-end solution between the roaming UE and the HPLMN to protect the information about preferred networks and RAT. This contribution proposes potential alternatives to protect the information about preferred networks and RAT from the HPLMN to the roaming UE.
4
Detailed proposal

In the 5G study/agreement made till now, the NAS security terminates in the serving network and if the UE is in roaming, then the protection of information from the HPLMN to the roaming UE is dependent on the VPLMN. But SA2 identified the requirements (acknowledged by CT1 and SA1) to protect the information from the HPLMN to the UE through the VPLMN and the VPLMN shall not be able to alter the information sent by the HPLMN. If the VPLMN alters the information or removes, then the UE shall be able to detect it.
In order to achieve these requirements, the HPLMN and the UE should be in possession of security credentials to establish security context, which is transparent to the VPLMN, so that the HPLMN secures the integrity of information and the UE verifies the integrity of the information. When the UE is in roaming, the VPLMN contacts the AUSF in the HPLMN for authenticating the UE, and the AUSF response whether the UE is successfully authenticated or not. 
The potential security credentials considered in this contribution to secure the information from the AUSF (in the HPLMN) to the roaming UE are the following:

- Using HN asymmetric key 
- Using an Anchor key resulted from a primary authentication

Alternative 1: Using HN asymmetric key
UE sends Register request to AMF in VPLMN. AMF (of VPLMN) requests AUSF of HPLMN to perform the primary authentication. The AUSF sends the 5G Authentication Initiation Answer (5G-AIA) message over N12 to the SEAF. In the 5G-AIA message, the AUSF includes the digitally signed preferred PLMN and RAT list to AMF/SEAF in the VPLMN. The AMF/SEAF sends the received PLMN list transparently to UE in the NAS message (Authentication Request). The UE verifies the signature using the Public Key of home network. 
It is mandatory for the HPLMN to include the digitally signed preferred PLMN and RAT list in the 5G-AIA message and for the VPLMN to provide PLMN and RAT List from the HPLMN in the Authentication request. The UE performs the PLMN selection, if the list with digital signature is missing or verification of digital signature fails or the currently selected PLMN is not the preferred PLMN provided by the HPLMN.
Alternative 2: Using an Anchor key resulted from a primary authentication
UE sends Register request to AMF in VPLMN. AMF (of VPLMN) requests AUSF of HPLMN to perform the primary authentication. The AUSF obtains the AV from the UDM and derives an anchor key specific to the HPLMN (use the HPLMN ID as SN ID in Key derivation). The AUSF sends the 5G Authentication Initiation Answer (5G-AIA) message over N12 to the SEAF. In the 5G-AIA message, the AUSF includes the integrity protected preferred PLMN and RAT list to AMF/SEAF in the VPLMN, using the HPLMN anchor key (derives further key using the anchor key). The AMF/SEAF sends the received PLMN list transparently to UE in the NAS message (Authentication Request).  The UE verifies the integrity of the HPLMN list, by deriving the HPLMN anchor key. 
It is mandatory for the HPLMN to include the protected preferred PLMN and RAT list in the 5G-AIA message and for the VPLMN to provide PLMN and RAT List from the HPLMN in the Authentication request. The UE performs the PLMN selection, if the protected list is missing or verification of integrity of the list fails or the currently selected PLMN is not the preferred PLMN provided by the HPLMN.
5
Evaluation

Both alternatives satisfy the following SA2 proposed requirements:


Comparing the two alternatives on the size of the security parameter (Digital Signature vs Message Authentication Code) and computation complexities, Alternative 2 is the preferred option.    

6
Conclusion

We prefer the alternative 2, based on size of the security parameter and computational complexities.  Companion contribution (S3-172235) proposes the pCR on alternative 2 for TS 33.501. 

SA3 is requested to discuss the proposed potential solutions to protect the information about preferred networks and RAT from the HPLMN to the roaming UE and propose to reply to CT1 and SA2 on the preferred security mechanism.
SA2 agreed that there is a need to define a standardized way to allow a given HPLMN to provide its roaming UEs with information about preferred networks and RAT depending on the UE current location. The intention is that, based on the updated list of preferred networks and RATs, the UE may decide to de-register from the current VPLMN and search for a more preferred network.





a control plane solution is used from the HPLMN to the UE.


VPLMN is able to relay this information to the UE.


VPLMN shall not be able to alter the information sent by the HPLMN; i.e. UE needs to be able to check the integrity of the information provided to it.


UE shall be able to detect if VPLMN alter or remove those information and act accordingly.








